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Speed

“One of the major reasons for instal l ing a company mai l  server is  i ts  capabi l i ty  to act as a 

message router,  spam blocker,  ant i -v i rus, and content f i l ter ing mechanism -- of ten replac-

ing numerous (and cost ly)  programs on indiv idual  PCs. V isNet ic Mai lServer has success-

fu l ly  developed i ts constel lat ion of features and serv ices around this approach.”

       Nelson King, ServerWatch

Fast message routing

Multiple CPU Support

VisNet ic Mai lServer is able to ut i l i ze several  processors,  insta l led on the server computer,  

s imultaneously.   Employ ing mult ip le processors,  V isNet ic Mai lServer can dramat ical ly  

improve processing t ime by taking advantage of a l l  avai lable CPU power.  This is especia l ly  

useful  when the server is  exper iencing heavy t raf f ic.

High Speed Memory Mode

When the Professional  Memory F i le System is enabled, VisNet ic Mai lServer moves ac-

count informat ion into v i r tual  memory.  This a l lows the mai l  server to process mai l  faster 

by making account data readi ly  avai lable at a l l  t imes, rather than having to search through 

the hard dr ive each t ime.

Multi  Thread Processing

VisNet ic Mai lServer is able to process emai l  us ing mult ip le threads.  Each connect ion 

to the server for  emai l  handl ing is g iven a unique thread for data t ransfer.   By taking 

advantage of more connect ions, VisNet ic Mai lServer is able to handle more emai l  requests 

at a g iven t ime.
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                  Securi ty

“VisNet ic Mai lServer meets the foremost requirement for a mai l  server:  stabi l i ty.  And by 

support ing secure TLS/SSL connect ions (enabled by defaul t )  and internal  as wel l  as exter-

nal  v i rus scanners,  V isNet ic Mai lServer a lso meets the second requirement,  secur i ty.

      Heinz Tschabitscher,  Guide Review

Secure Email Handling

Integrated Anti-Virus Support

Situated di rect ly  on the emai l  server,  rather than dispersed on each c l ient computer,  

V isNet ic Ant iV i rus Plug- in proact ive ly secures the network f rom emai l  v i ruses. VisNet ic 

Ant iV i rus Plug- in is powered by Kaspersky Labs, known for i ts abi l i ty  to rapid ly ident i fy  new 

v i ruses and update ant iv i rus s ignatures. Supported by Kaspersky’s cont inual ly  updated 

v i rus s ignature l is t ,  V isNet ic Ant iV i rus is designed to download only the necessary update 

informat ion in a smal l  download, updat ing quick ly and with minimum bandwidth require-

ments.

TLS/SSL Support

TLS (Transport  Layer Secur i ty) /SSL (Secure Sockets Layer)  support  a l lows VisNet ic 

Mai lServer to pass emai l  messages in an encrypted format between servers and c l ients 

using any protocol  (POP3, SMTP, IMAP, LDAP, ETRN, ATRN, etc.) .   In more detai l ,  TLS/

SSL requires that secure cert i f icates be t ransferred between cl ient and server.  Once 

th is t ransfer is  complete, the data t ransmitted between the two part ies is encrypted, 

prevent ing outs iders f rom accessing the informat ion being passed. Secure connect ions 

through these protocols are in i t iated automat ical ly  when messages are sent to or received 

f rom an emai l  server that supports these same protocols.  
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Anti-Spam

Spam Blocking Capabilities

VisNet ic Mai lServer inc ludes the fo l lowing ant i -spam capabi l i t ies:

Content Fi ltering

VisNet ic Mai lServer ’s extensive content f i l ter ing includes:

• The abi l i ty  to establ ish ru les for  f i l ter ing subject,  sender,  recip ient,  attachments, 

message s ize, IP Address, key words and more. 

• Support  for  use of regular expressions ( regex) in f i l ter  ru le def in i t ion; th is enables 

administ rators to def ine more complex ru les for  f i l ter ing text  (e.g.  f i l ter  by subject 

l ine where “Rate” appears anywhere in the subject) ;   

• Option to delete, forward, re ject or copy f i l tered messages to another emai l  ad-

dress;

• Option to str ip attachments;

• The abi l i ty  to apply f i l ters g lobal ly  or by domain or user;

• Rule import /export  for  faster deployment;  

• The opt ion to ut i l i ze a Bypass F i l ter,  a l lowing administ rators to speci fy emai l  and 

IP addresses that wi l l  serve as bypass cr i ter ia for  an establ ished f i l ter.

Tarpitt ing

Under the “t r ia l  and error” method for address acquis i t ion, spammers ident i fy  a domain 

(e.g.  domain.com) and then ‘guess’  employee names that may precede the @. For exam-

ple, in search of val id emai l  addresses, a spammer wi l l  send emai ls to boba@domain.com, 

bobb@domain.com, bobc@domain.com, etc.  and ut i l i ze fa i led message not ices to weed 



5

                  Ant i -Spam

out inval id addresses. This is of ten done dur ing of f  t imes, out of  the v iew of the adminis-

t rator.  V isNet ic Mai lServer ’s tarpi t t ing feature is very ef fect ive against th is tact ic.  Admin-

ist rators can conf igure VisNet ic Mai lServer to check for unsuccessful  attempts to del iver 

emai ls to unknown users by external  or local  non-ex istent users.  I f  the number of  attempts 

in a session exceeds the count speci f ied by the administ rator,  V isNet ic Mai lServer wi l l  re-

member the IP address of  the sender and block emai l  or ig inat ing f rom that IP address for 

a speci f ied per iod of t ime.

Deny Telnet

VisNet ic Mai lServer a l lows you to disable Telnet sessions, somet imes used by spammers 

to harvest emai l  addresses. A user wi l l  be able to establ ish a connect ion using te lnet,  but 

the server wi l l  not accept any commands once the session is establ ished.

Real-T ime Blackhole List

This feature checks a database of Known Spammers that is hosted and maintained by a 

th i rd party,  a l lowing VisNet ic Mai lServer to automat ical ly  re ject mai l  f rom these sources.

Verif y MX

This feature ver i f ies that the or ig inat ing domain has a val id MX record. I f  conf igured, Vis-

Net ic Mai lServer wi l l  per form a MX lookup and re ject the mai l  i f  no MX record ex ists.  

Reverse DNS

This secur i ty  opt ion al lows administ rators to conf igure the mai l  server to receive mai l  only 

f rom domains that have reverse DNS PTR record ( rDNS).
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VisNetic  MailFlow

“ In keeping with Deerf ie ld.com’s phi losophy of support ing features that have a commercia l  

advantage for smal l  and midsize organizat ions, V isNet ic Mai lServer comes with a very good 

l is t  server… In th is case, the l is t  server dovetai ls  wi th VisNet ic Mai lF low. Mai lF low is a 

s igni f icant add-on product bundled with VisNet ic Mai lServer.”

       Nelson King, ServerWatch

VisNetic MailFlow

VisNet ic Mai lServer and VisNet ic Mai lF low prov ide a powerfu l  foundat ion for managing 

organizat ional  emai l  correspondence, improving serv ice potent ia l  where i t  matters most -  

at  the point of  customer contact.  

V isNet ic Mai lF low is a robust emai l  management system that creates a f ramework for 

successful  customer interact ion. The system prov ides: 

• Powerful  emai l  rout ing and workf low processing 

• A centra l i zed l ibrary of  standard responses to customer inquir ies 

• Automatic generat ion and t racking of  serv ice incidents 

• Comprehensive report ing and analys is 

• Access to customer communicat ions history 

• An intui t ive,  fami l iar  web-based inter face 

• Robust secur i ty  prov is ions 

• Integrated logging, a lert ing, and report ing 

• An opt ional  v i rus scanning plug- in 

VisNet ic Mai lServer Pro includes a three-user VisNet ic Mai lF low l icense.
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  VisNet ic  MailServer

Contact

Deerf ie ld Communicat ions, Inc.    

P.O. Box 851       

Gaylord, MI 49735

Telephone 989.732.8856      

Fax 989.731.9299     

www.deerf ie ld.com

sales@deerf ie ld.com

feedback@deerf ie ld.com


