
c o m p r e h e n s i v e  intrusion protection

VisNet ic F i rewal l  is  a stateful  packet level  f i rewal l  solut ion bui l t  to protect Windows-based Servers,  stand alone PCs, and 

LAN workstat ions not current ly  protected by a f i rewal l .  V isNet ic F i rewal l  is  more secure than appl icat ion-based personal  

f i rewal ls,  yet less expensive than high-end f i rewal ls,  prov id ing peace-of-mind through comprehensive intrus ion protect ion. 

Secur i ty-conscious professionals running software and/or hardware Internet shar ing solut ions are as concerned about 

internal  threats as they are about external  threats.  There is not current ly  a hardware solut ion that protects companies 

against these threats and ex ist ing software solut ions are pr iced outs ide of the smal l  to medium business market.  

Sequence Number Hardening - Sequence Number Hardening helps protect Windows f rom spoofed TCP connect ions 

resul t ing f rom in i t ia l  sequence number ( ISN) guessing. Windows 2000 is considered "s l ight ly  vulnerable"  to ISN guessing, 

and the ISNs in Windows 9x are considered "100% predictable" .  This feature improves the randomness of the sequence 

numbers, thereby help ing to compensate for vulnerabi l i t ies inherent in Windows. 

Stateful Packet Fi ltering  -  Stateful  Packet F i l ter ing del ivers f i rewal l  protect ion beyond pure packet f i l ter ing. Rather than 

s imply ver i fy ing the packet source and dest inat ion, Stateful  Packet F i l ter ing ensures the legi t imacy of the packet by 

matching i ts presence to an actual  request.  For example, rather than accept ing al l  p ing repl ies,  V isNet ic F i rewal l  wi l l  

permit  a ping response only fo l lowing a conf i rmed ping request.  This example is pert inent because certa in DoS (Denial  of  

Serv ice) Attacks can in i t iate with an unending stream of p ing responses to overwhelm and crash a server.  W ithout Stateful  

Packet F i l ter ing, th is attack would be undetected and unblocked. 

Configuration Wizard -  V isNet ic F i rewal l  ut i l i zes a Conf igurat ion Wizard dur ing software instal lat ion. The Conf igurat ion 

Wizard automat ical ly  creates the ru les for  the user.  I t  does th is by asking a ser ies of  quest ions re lat ing to the envi ronment 

in which the f i rewal l  is  being instal led. The answers prov ided in the Conf igurat ion Wizard establ ish the in i t ia l  ru les VisNet ic 

F i rewal l  wi l l  fo l low. The Conf igurat ion Wizard eases set-up and ensures comprehensive protect ion immediate ly  upon 

instal lat ion. 

Email  Notif ication - When Administ rator-speci f ied ru les are "h i t " ,  Emai l  Not i f icat ion can be prov ided to the emai l  address 

selected by the Administ rator.  For example, i f  a ru le is created to block an attempt at the port  used by Black Or i f ice or 

NetBus, VisNet ic F i rewal l  can be conf igured to block and log the packet fo l lowed by sending an emai l  to the Administ rator 

as not i f icat ion that an intrus ion was attempted. Emai l  Not i f icat ion wi l l  be sent v ia a text  message including the device 

number,  ru le number and ru le descr ipt ion. 

Password Security  -  The conf igurat ion of V isNet ic F i rewal l  is  protected by password secur i ty.  To access or change the 

set t ings of  V isNet ic  F i rewal l ,  inc lud ing f i l ter ing,  ru les and logs,  the user  must  authent icate wi th a password.  Th is  

protect ion ensures that the sett ings of the f i rewal l  remain intact and tamper-proof.  
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system requirements

user testimonial

about us

RAM required - VisNet ic F i rewal l 's  memory requirements are the same as the minimum required to run the operat ing 

system on the computer that VisNet ic F i rewal l  is  insta l led on. 

 

Hard Disk Space Required  -  6 MB of d isk space for the program & help f i les,  p lus a minimum of 5 MB for the log f i les 

(more disk space may be required for the log f i les,  depending upon your conf igurat ion).  

Deerf ie ld.com is committed to ident i fy ing cutt ing edge Internet appl icat ions that are intui t ive, innovat ive, and economical ,  

and br inging those appl icat ions to market.  Each solut ion of fered by Deerf ie ld.com answers the query to leverage Internet 

connect iv i ty.  

In addit ion to the atypical  business strategies of  Deerf ie ld.com, and in contrast to the hype-f i l led dotcoms of late, 

Deerf ie ld.com di f ferent iates i tsel f  through an exclus ive port fo l io.  With in the of fer ings of the company, customers wi l l  

d iscover an arsenal  of  solut ions-based products.  

" The f i rewa l l  i s  ex t remely  fas t ,  incorpora tes  "heavy-duty "  opt ions  (Sequence Number  Harden ing ,  Sta te fu l  Packet  

Inspect ion),  and even has those wonderfu l  r ight-c l ick opt ions in the Log window (Why did th is match ru le #, what 's  the 

c losest matching ru le #, create ru le for  th is) .   Addit ional ly,  the setup was quick and f lawless, and after the custom rules 

have been set there is no further required maintenance of the f i rewal l .

Thank you for creat ing such a wonderfu l  p iece of software.  P lease, keep up the good work!"

Chr is Hanaway

screenshots

V isNet ic  i s  a  Trademark  o f  Deer f ie ld  Communica t ions  Inc .  A l l  r i gh ts  rese rved.       

Port ions  © 2002, 8Signs Ltd. V isNet ic F i rewal l  is  publ ished by Deerf ie ld.com 

Visnet ic F i rewal l  Act iv i ty  Log Visnet ic F i rewal l  Inter face

- Windows 95/98/ME - 32 MB                      -  W indows NT Workstat ion -  64 MB         

-   W indows NT Server -  128 MB                   -  W indows 2000 Professional  -  128 MB        

-  W indows 2000 Server -  256 MB                -  W indows XP Home & Professional  -  128 MB
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