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Chapter 1
Kerio Connector for BlackBerry

Kerio Connector for BlackBerry is a special module allowing cooperation of Kerio Connect
with BlackBerry Enterprise Server. This module allows users access their data also from their
BlackBerry devices. This data include email folders, calendars, tasks, contacts and notes.

Scheme 1.1 shows process of communication between Kerio Connect, BlackBerry Enterprise
Server, Kerio Connector for BlackBerry module and BlackBerry devices.

Kerio Connector for BlackBerry communicates with Kerio Connect via HTTPS (port 443). Kerio
Connector for BlackBerry forwards messages to BlackBerry Enterprise Server via MAPI Black-
Berry Enterprise Server then synchronizes messages with BlackBerry device(s).

The same procedure is followed for synchronization in the other direction.

._ (tg2)

Kerio Connect ‘+—— B
. ry Wireless Netwaork

A J
Kerio Connector BlackBerry
for BlackBerry Enterprise Server
" BlackBerry ElackBerry
Fhone Fhone

Figure 1.1 Communication between the client and the server

Warning:

During installation, Kerio Connector for BlackBerry connects to Kerio Connect via TCP/UDP
protocol on port 44337.

The following communication during synchronization is similar, but it uses HTTPS on port

443.
Check that the Kerio Connector for BlackBerry host is allowed to access the Kerio Connect

server.



Chapter 2
System requirements

2.1 Terminology

For easier installation, let us introduce some essential definitions:

The Windows_Administrator account — the administration account used for login on
the computer where BlackBerry Enterprise Server and Kerio Connector for BlackBerry
are to be installed

Note: As all (including all future) updates of the BlackBerry Enterprise Server and Kerio
Connector for BlackBerry will use this account and password, it is recommended to
use a local account with administration rights that will be excluded from the domain’s
password change policy.

If you change password for this account, communication between BlackBerry Enter-
prise Server, Kerio Connector for BlackBerry and Kerio Connect gets interrupted.

AD_User account — account of an Active Directory user.

The BES_Administrator account — administration account for BlackBerry Adminis-
tration Service (This account is created within installation of BlackBerry Enterprise
Server).

The Connect_Administrator account — administration account for Kerio Connect

Warning:

For better reference and transparency we decided to use descriptive names in the text. For
your purposes, use usernames following your policy.

The only exception is the BES_Administrator account. During installation of BlackBerry
Enterprise Server this account is created with the fixed username admin which cannot be
changed.

2.2 Hardware and Software Requirements

The recommended minimal configuration of the computer for installation of BlackBerry Enter-
prise Server (BES), Kerio Connector for BlackBerry and possibly also Kerio Connect:

CPU 2 GHz, 2 GB RAM for Kerio Connector for BlackBerry and for the BES server (if
installed on the same computer as Kerio Connect, see ).


http://manuals.kerio.com/connect/adminguide/en/sect-systemparam

2.2 Hardware and Software Requirements

Note: Kerio Technologies recommend the following minimal memory configuration:
e 100MB RAM for Kerio Connector for BlackBerry,
e 30MB RAM for every BlackBerry user.

Warning:
Recommended maximum number of active BlackBerry devices is 50.

Microsoft Windows operating system.

Operating systems supported by Kerio Connector for BlackBerry are listed at the
Kerio Technologies website.

Operating systems supported by Kerio Connect are listed at the Kerio Technologies
website.

List of operating systems recommended by Research In Motion Limited is available at
http://docs.blackberry.com/en/admin/deliverables/18763/.

Administrator’s account on this computer (the Windows_Administrator account, see
section 2.1).

Active Directory.

Note: The Active Directory service is required only for BES server installation. No

active users are required to be included.

The BlackBerry Enterprise Server installation package for Exchange in version 5.0
or later or BlackBerry Enterprise Server Express in version 5.0 or higher and
corresponding license keys.

The BlackBerry Enterprise Server Express installation package and license keys are
available at:

http://na.blackberry.com/eng/services/business/server/express/

Kerio Connect in version 7.1.0 or later installed.

Administrator’s access to Kerio Connect (the Connect_Administrator account, see
section 2.1).

Installation file of the Kerio Connector for BlackBerry module in the same version as
Kerio Connect.


http://www.kerio.com/connect/requirements/
http://www.kerio.com/connect/requirements/
http://docs.blackberry.com/en/admin/deliverables/18763/
http://na.blackberry.com/eng/services/business/server/express/

Chapter 3
The order of items to install

To get prepared for synchronization of BlackBerry device with Kerio Connect, appropriate
modules must be installed, following this order:

1. Kerio Connect 7.1 or higher

2. Kerio Connector for BlackBerry

Note: Bear in mind that Kerio Connector for BlackBerry must be installed on the same
computer as BlackBerry Enterprise Server. Therefore it is necessary to run Kerio Connector
for BlackBerry installation on a host with such version of Microsoft Windows which is
supported by BlackBerry Enterprise Server (see section 2).

Warning:

If Windows Domain Controller is missing in the network, it is possible to use
the computer on which Kerio Connector for BlackBerry and BlackBerry Enterprise
Server will be installed for this purpose.

3. BlackBerry Enterprise Server

If BlackBerry Enterprise Server has been installed or/and connected to an Exchange server,
it is necessary to uninstall it (including SQL databases).

Although it is possible to install BlackBerry Enterprise Server and Kerio Connect on one
computer, it is recommended to separate these installations to avoid possible technical issues
such as low performance and RAM load.

The following sections describe two scenarios: the recommended installation on two separate
computers and installation of all components on a single computer.

Warning:

However, Kerio Technologies does not provide technical support for BlackBerry Enterprise
Server. Should any issues with BES arise, please contact the technical support of the
manufacturer (Research In Motion Limited).



3.1 Installation on two separate computers

3.1 Installation on two separate computers
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Figure 3.1 Installation on two separate computers

To make it possible to synchronize BlackBerry device with Kerio Connect, it is recommended
to install components in the following order (supposing that operating systems have already
been installed; for supported versions of operating systems, refer to chapter 2.2):

Computer 1
1. Kerio Connect 7.1 and later (for installation details, see chapter 5).
Computer 2

1. Active Directory (for installation details, see chapter 4).
Note: Install Active Directory only in case that the service is not available yet.
Otherwise, it is possible to add the computer to an existing AD domain.

2. Kerio Connector for BlackBerry of the same version as Kerio Connect (for installation
details, see chapter 6).

3. BlackBerry Enterprise Server (for installation details, see chapter 7).

3.2 Installation on a single computer

To get prepared for synchronization of BlackBerry device with Kerio Connect, it is
recommended to install components in this order:

1. Microsoft Windows operating system (for supported versions, see chapter 2.2).

2. Active Directory (for installation details, see chapter 4).



The order of items to install
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Figure 3.2 Installation on a single computer

Note: Install Active Directory only in case that the service is not available yet. Otherwise,
it is possible to add the computer to an existing AD domain.

3. Kerio Connect 7.1 and later (for installation details, see chapter 5).

4. Kerio Connector for BlackBerry of the same version as Kerio Connect (for installation
details, see chapter 0).

5. BlackBerry Enterprise Server (for installation details, see chapter 7).
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Chapter 4
Installing Active Directory

For installation of BlackBerry Enterprise Server it is necessary to have Active Directory service
installed.

If Active Directory is already available, then:

1. Make sure that the computer where Kerio Connector for BlackBerry and BlackBerry Enter-
prise Server will be installed belongs to the AD domain.

2. Then install Kerio Connect (see chapter 5).

If Active Directory is not available yet, use command dcpromo in the Microsoft Windows
command line.

Note: As BlackBerry Enterprise Server needs Active Directory only for installation purposes, it
is possible to install AD temporarily.

Start installation as described below:

1. Login to the operating system with the Windows_Administrator account.

Note: The username Windows_Administrator is only an example (see section 2.1).

11



Installing Active Directory

2. Go to the command line and start the wizard by using command dcpromo (see figure 4.1).

@ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

[T Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

¢ Back Mext > Cancel

Figure 4.1 Starting Active Directory installation
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3. In the Choose a Deployment Configuration dialog, Create a new domain in a new forest,
see figure 4.2) and click on Next.

! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an exdsting forest or for a new forest.

u]|[=\ ¥ i l=Nl=]

Figure 4.2 Installing Active Directory

13



Installing Active Directory

4. Enter the domain’s name (see figure 4.3) and click on Next.

! Active Directory Domain Services Installation Wizard

MName the Forest Root Domain

The first domain in the forest is the forest root domain. its name is also the name of
the forest.

Figure 4.3 Installing Active Directory
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5. Enter the NetBIOS domain’s name (see figurefig-adinstall4) and click on Next.

@ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name

This iz the name that users of eardier versions of Windows will use to identify the
new domain.

COMPARNY

Figure 4.4 Installing Active Directory
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Installing Active Directory

6. Select compatibility with previous operating systems (see figure 4.5) and click on Next.

@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Diomain functional level:

Details:

The features available at the Windows Server 2003 domain functional level include «
all features available at the Windows Server 2000 domain functional level and the
following additional features:
- Constrained delegation, which an application can use to take
advantage of the secure delegation of user credentials by
means of the Kerberos authentication protocol.
- lastLogon Timestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and it is LI

1 “You will be able to add only domain controllers that are running
- Windows Server 2003 or later to this domain.

Mare about domain and forest functional levels

« Back Mext > Cancel

Figure 4.5 Installing Active Directory
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7. In the next step, select the option of installation of DNS server and global catalog and click
on Next.

! Active Directory Domain Services Installation Wizard

¥ Global catalog)

I™ | Read:only demain contraller [RODE]

Figure 4.6 Installing Active Directory
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Installing Active Directory

8. Enter the path for database and logs store of Active Directory and to the SYSVOL directory
(see figure 4.7).

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and S5YSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and 5YSVOL.

For better perfformance and recoverability, store the database and log files on separate
volumes.

Database folder:

CWindows'\NTDS

Log files folder:

IC:W‘Iﬁnduws\NTDS

SYSVOL folder:
|c:xmnduwsxs*rsvm

1l

Mare about placing Active Directory Domain Services files

« Back Mext > Cancel

Figure 4.7 Installing Active Directory
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9. Now enter a password for recovery of directory services (see figure 4.8) and click on Next.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directary Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: quuu

Confirm password: Iﬂﬂuul

Mare about Directory Services Restore Mode password

< Back Mext > Cancel

Figure 4.8 Installing Active Directory

10. Check installation settings, finish installation and reboot the computer.
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Chapter 5
Installing Kerio Connect

The Kerio Connect installation package can be downloaded at the Kerio Technologies website
at http://www.kerio.com/connect/download/.

Follow standard installation procedure to install Kerio Connect.
For detailed information on installation, refer to the manual.

During installation you create an administration account (e.g. Connect_Administrator) — this
account will be used for installation of the Kerio Connector for BlackBerry module.

Note: The username Connect_Administrator is only an example (see section 2.1).

20
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Chapter 6
Kerio Connector for BlackBerry installation

The Kerio Connector for BlackBerry installation package can be downloaded at the Kerio
Technologies website at http://www.kerio.com/connect/download/.

To install Kerio Connector for BlackBerry, follow these instructions:

1. Login to the operating system with the Windows_Administrator account.

Note: The username Windows_Administrator is only an example (see section 2.1).
2. Run Kerio Connector for BlackBerry installation.

3. Kerio Connector for BlackBerry requires installation of MAPI interface. MAPI
(Messaging Application Programming Interface) is a versatile software interface for email
transmission, developed by Microsoft. If it is not installed on the computer yet, it will be
offered for installation (see figure 6.1).

Install MAPI.

Kerio Connector for BlackBerry - InstallShield Wizard

R Kerio Connector for BlackBerry reguires the following items to be installed on your
(%1 computer. Click Install to begin installing these requirements.

Status | Requirement
Pending Microsoft Exchange Server MAFI Client and Collaboration Data Objects

Install I Cancel

Figure 6.1 Installing MAPI
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Kerio Connector for BlackBerry installation

4. Once MAPI is installed, you can install Kerio Connector for BlackBerry.
Installation is a standard process. Confirm licensing policy and module location.

5. Enter password of an administration account on the host (account
Windows_Administrator, see figure 6.2) and confirm.

Note: The username Windows_Administrator is only an example (see section 2.1).

i'-.% Kerio Connector for BlackBerry 7.1.0 patch 1 - InstallShield

Windows account information

Enter your account password.,

For configuration of Kerio Connectar for BlackBerry the installation setup requires your
windows account information. Please enter your password.

Account name: COMPANY WMndowe s Adminiztrator
Password: ssssnnne
In=tallshield

< Badk I Mext = I Cancel

Figure 6.2 Kerio Connector for BlackBerry installation
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Enter the server name, username and administration password for Kerio Connect (the
Connect_Administrator account, see figure6.3) and confirm.

Note: The username Connect_Administrator is only an example (see section 2.1).

i'-E‘ Kerio Connector for BlackBerry 7.1.0 patch 1 -

Configure Kerio Connect

Fill in login information for the Kerio Connect server,

Please fill in login information for the Kerio Connect server, A user account with
administration privileges has to be used.

Hostname: |mail.u:u:umpany.u:u:um
Username: |C|:|nnect_.ﬁ.dministratcur
Password: I I
Advanced...
Inztallshield

< Back I Mext = I Cancel

Figure 6.3 Kerio Connector for BlackBerry installation

Note: The username and password of the Kerio Connect (user Connect_Administrator)
administrator are used for installation only and are not saved within the installation.

7. Finish installation.

Warning:
During installation, Kerio Connector for BlackBerry communicates with Kerio Connect via

TCP/UDP protocol on port 44337.
The following communication during synchronization uses HTTPS on port 443.
Check that the computer where you install Kerio Connector for BlackBerry is allowed to

access the Kerio Connect server.

During installation of Kerio Connector for BlackBerry, a hidden administrator account is
created in Kerio Connect that will use Kerio Connector for BlackBerry for accessing data in

Kerio Connect.

To make the communication secure:

e a strong password is generated for this account,

23



Kerio Connector for BlackBerry installation

Warning:
It is strongly recommended not to change this password.

e Kerio Connect limits IP addresses from which Kerio Connector for BlackBerry will be
allowed to communicate with Kerio Connect.

Warning:
If you change for another network segment, it is necessary to reinstall
Kerio Connector for BlackBerry (see chapter )

24



Chapter 7
BlackBerry Enterprise Server Express installation

The following chapter provides description of installation of BlackBerry Enterprise Server EXx-
press in version 5.0.2.

BlackBerry Enterprise Server Express installation package is available at Research In Motion
Limited product site (http://na.blackberry.com/eng/services/business/server/express/).

Warning:

However, Kerio Technologies does not provide technical support for BlackBerry Enterprise
Server. Should any issues with BES arise, please contact the technical support of the
manufacturer (Research In Motion Limited).

For basic installation of BlackBerry Enterprise Server, follow these instructions:

1. Login to the operating system with the Windows_Administrator account.

Note: The username Windows_Administrator is only an example (see section 2.1).
2. Unpack the BlackBerry Enterprise Server installation package and run the installation.

3. The installation wizard automatically detects domain and username of the administrator’s
account currently used on the system (see figure 7.1).

=z BlackBerry Enterprise Server Express Installation - ﬂ

The Windows® account that you used to log in is: Windows Administrator
The domain this account is under is:  COMPANY.COM

Verify that the Windows account has the permissions that the BlackBerry® Enterprise Server
requires to run. For more information, see the BlackBerry Enterprise Server Installation and
Configuration Guide.

If you want the BlackBerry Enterprise Server to use this Windows account to run after you
complete the installation process, dick Continue Installation.

To change the Windows account that the BlackBerry Enterprise Server uses, dick Exit
Installation, log in using the correct Windows account, and restart the installation process.

Exit Installation | | Continue Installation I

Figure 7.1 Installing BES server
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BlackBerry Enterprise Server Express installation

Continue by clicking on Continue Installation.

4. Confirm the licensing policy and click on Next.

=z BlackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

- - -
BlackBerry Enterprise Server Express Installation === BlackBerry.
P License agreement License agreement
Setup type r—Customer information
User name: I RIM
Organization: I Research In Motion
Country/Region: [United States =l

r—License agreement

BLACKEERRY SOFTWARE LICENSE AGREEMENT i’

This BlackBerry Software License Agreement (the “Agreement”)
is a legal agreement between you individually if you are agreeing
to it in your own capacity, or if you are authorized to acquire the
Software on behalf of your company or another organization,
between the entity for whose benefit you act (“You™), and
Research In Motion Limited (*RIM") (together the “Parties” and
individually a “Party").

BY INDICATING YOUR ACCEPTANCE BY CLICKING ON THE
APPROPRIATE BUTTON BELOW, OR BY DOWNLOADING,
INSTALLING, ACTIVATING OR USING THE SOFTWARE, YOU
ARF AGRFFING TO) BE BOILIND BY THE TERMS OF THIS LI

' 1 accept the terms in the license agreement.

™ I do not accept the terms in the license agreement.

Help | MNext I Cancel |

Figure 7.2 Installing BES server
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5. Select the option of creation of a new configuration database (see figure 7.3). Click on Next
to continue.

BlackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

BlackBerry Enterprise Server Express Installation BlackBerry.
+ License agreement Setup type
Setup type

During the installation process, the setup application can prompt you to spedify the location
of an existing BlackBerry® Configuration Database or, if a BladkBerry Configuration
Database does not exist, the setup application can prompt you to provide the information
that is required to create a BlackBerry Configuration Database.

You can install a BladBerry Router with other BladkBerry® Enterprise Server compenents or
by itself on a computer that is separate from the computer that hosts the BlackBerry
Enterprise Server. If you install the BlackBerry Router on a separate computer (3
standalone BlackBerry Router), then you do not need to create a BlackBerry Configuration
Database or specify the location of an existing BlackBerry Configuration Database.

Options

¥ Create a BladkBerry Configuration Database
™ Use an existing BlackBerry Configuration Database

" Install a standalone BlackBerry Router

Help Back MNext Cancel

Figure 7.3 Installing BES server
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BlackBerry Enterprise Server Express installation

6. Select the installation of the full server and select additional components to install (see

figure 7.4), then click on Next.

lackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

BlackBerry Enterprise Server Express Installation

+" License agreement
+ Setup type
¥ Setup options

Setup options

—Options

Select whether you want to install the BlackBerry® Enterprise Server, or install one or more

BlackBerry Enterprise Server components on a computer that is separate from the BladkBerry
Enterprise Server.

{+ BladBerry Enterprise Server " Remote component

—Components

E| C_ure components

You can choose to install the BladkBerry
: B outs Enterprise Server components that are
 Addtional companents reaured r ot and nemoor
= [#] BlackBerry administration '
BlackBerry Administration Service

BlackBerry Web Desktop Manager

BlackBerry Attachment Service

i [¥] BlackBerry MDS Connection Service

Space required: 347.06 MB

Help Back | MNext I Cancel

Figure 7.4 Installing BES server

On the next page, check the installation list.

Then confirm settings by clicking on Next.
If you are logged in as a domain administrator (i.e. the Windows_Administrator account is
not a local account with administrator rights), the installation wizard shows a warning

informing that the user account you are currently using belongs to the group of BES
server’s domain administrators (see figure 7.5). Continue by clicking on Yes.

28



Preinstallation checklist x|

The user [COMPANY COMYYINdows_Administrator] is a member of the Domain
Admins group in Active Directory, Default permissions for this group may
prevent the BladkBerry Enterprise Server from functioning correctly. Please verify
the permissions for this account. For additional information please refer to the
BladkBerry documentation. Are you sure that you want to continue?

Figure 7.5 Installing BES server

Now install the database server (figure 7.6). Select the appropriate option and click on
Next.

=z BlackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

BlackBerry Enterprise Server Express Installation 2z BlackBerry.
~" License agreement - Database options
" Setup type
+" Setup options
+' Preinstallation checklist —Options
¥ Database options The BlackBerry® Enterprise Server requires access to a database server. You can set up the
Accounts and folders database server on a remote computer or on the same computer as the BladkBerry Enterprise
Summary Server.
Installation If you do not have a database server in your organization's environment that the BlackBerry
Reboot (if required) LI Enterprise Server can use, the setup application can install Microsoft® SQL Server® 2005

Express Edition on this computer.

' Instal Microsoft SQL Server 2005 Express Edition SP3 on this computer.

€~ Use a Microsoft® SQL Server® database.

Help Back | MNext I Cancel

Figure 7.6 Installing BES server
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BlackBerry Enterprise Server Express installation

9. In the next dialog box, enter the password of the Windows_Administrator account, select
the path to the installation folder and to the directory used for storage of logs, specify
name of the BES server (see figure 7.7).

Note: The username Windows_Administrator is only an example (see section 2.1).

Click on Next to continue.

lackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

. . - -
BlackBerry Enterprise Server Express Installation == BlackBerry.
+ License agreement 2! | Accounts and folders
+" Setup type
+" Setup options — Windows® account information
+" Preinstallation chedkist —_
 Database options Account name: IFIRMA.CZWndows_Admmm‘trator
» Accounts and folders pe——
Password: I
Summary
Installation
Reboot {if required) ;I —Installation folder
Location: C:\Program Files (x86)\Research In Motion'\BlackBerry Enterprise |
Server),
Space required: 347.35 MEB
Space remaining: 26440.81 MB
—Log file folder
Location: C:¥Program Files (x86)\Research In Motion\BlackBerry Enterprise |
Server'Logs)
Space remaining: 26440.81 MB
r BladkBerry® Enterprise Server
MName: Company.com BES
Help Back | MNext I Cancel

Figure 7.7 Installing BES server
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10. The next page of the installation wizard shows the installation summary (see figure 7.8).

To change any of the settings, browse Back. If all the settings are ok, run the installation
by clicking on Install.

lackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

. - . -
BlackBerry Enterprise Server Express Installation *2=BlackBerry.
+" License agreement & Summary
~ Setup type
" Setup options Before starting the installation process, verify that the following information is =
" Preinstallation checklist correct. To make a change, dick Back.
+" Database options User name: RIM
~" Accounts and folders Organization: Research In Motion
» Summary Country/region: United States
Installation )
Reboot (if required) ;I Selected setup option:

BlackBerry® Enterprise Server

Selected components:
1) BlackBerry administration
- BlackBerry Administration Service
- BlackBerry Web Desktop Manager
2) BlackBerry Attachment Service
3) BlackBerry MDS Connection Service
4) BlackBerry Mail Store Service
5) BlackBerry Router

Product version: 5.0.2 (Bundle 14)

BlackBerry Enterprise Server name: Firina.cz BES

Service logon account: FIRM A CZisdministrator

Database: Local Microsoft® SOL Server®

Installing Microsoft® SQL Server® 2005 Express Edition SP3. Instance Name:
ELACKEERRY.

Destination folder: ;I

Help Back | [ mnstal | cancel |

Figure 7.8 Installing BES server

11. If you are asked to reboot the computer, do it and login again with the
Windows_Administrator account.

Note: The username Windows_Administrator is only an example (see section 2.1).
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BlackBerry Enterprise Server Express installation

12. Continue in BlackBerry Enterprise Server installation and enter database information (see
figure 7.9):

¢ database location (local, remote),
« name of the database server, port settings, paths to data and backup directories,

e authentication type (Windows, SQL).

Confirm creation of the new database and click on Next.

x

BlackBerry Enterprise Server Express Installation === BlackBerry.
+ License agreement +!| Database information
+ Setup type ) ) -
" Setun opti Type the database information that the setup application uses to create or connect to a

£Tp oplions BlackBerry® Configuration Database.
+ Preinstallation checklist  Database locati
+" Database options a rase acation ~
+ Accounts and folders * Local METEE
~ Summary b informab
 Installation Data i;se ser\-’er]lcntJr1 rnd'laho; ) e . )
. Type the name of the database server {(use either the <host>\< instance> or <host>
v Reboot (frequired) ;I format) and the name of the BlackBerry Configuration Database.
Microsoft® SQL Server® name: | WIN-ZTIDPESR ZTL\BLACKBERRY
BlGCRB‘errU ® BlackBerry Configuration Database name: I BES databaze
TEChnical Sup port Port configuration: i+ Dynamic " Static Port: I

for Enterprise -
pris Data directory: I c:\Program Files (x86)Microsoft SQL Server\M3SQL. 1WMSSQLDa ... |

Backup directary: I c:\Program Files (x86)WMicrosoft SQL ServerMssQL. 1\MSSQL'Ba ... |

¥ Back up the existing BlackBerry Configuration Database before uparading,

—Database authentication
' Windows® authentication ™ 50l authentication

Relatlonshlp-based
support with premlum
features

SCL user name: I

Password: |

Help | MNext I Cancel

Figure 7.9 Installing BES server
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13. On the next page, enter the license keys (see figure 7.10).

To get license keys, register at the Research In Motion Ltd. website

=z BlackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

. . -
BlackBerry Enterprise Server Express Installation *:=BlackBerry.

+ License agresment *| | BlackBerry® CAL and SRP information

+" Setup type

+" Setup options —BlackBerry CAL key

+ Preinstallation checklist Type the BladBerry CAL key that you were provided with.

+" Database options

+ Accounts and folders Key: 1234561 234561 23456-1 23456-1 23456

~" Summary

" Installation For example, 123456-123456-123456-123456-123456

+’ Reboot {if required) LI

—SRP host

Type the SRP address that you were provided with.

Host name: I us.srp.blackberry.com

Port number: I 3101 Verify

'

—SRP authentication information

Type the SRF identifier and SRP authentication key that you were provided with.

SRP identifier: I 123456789 Import

d

SRP authentication key: | 1234-1234-1234-1234-1234-1234-1234-1234-1234-1234

Verify

Help Back | Mext I Cancel |

'

Figure 7.10 Installing BES server

Verify license keys by clicking on Verify and then use the Next button to move on.
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BlackBerry Enterprise Server Express installation

14. Set BES server administration (see figure 7.11).

BlackBerry Enterprise Server Express Installation -

BlackBerry Enterprise Server Express Installation

2z BlackBerry.

License agreement
Setup type

Setup options
Preinstallation checklist
Database options
Accounts and folders
Summary

Installation

Reboot (if required)

CAUSCANNSNS

Administration settings

—High availability of the BlackBerry Administration Service

The BlackBerry@& Administration Service uses the pool name for interprocess
communication and when you configure high availability using DMS round robin. Type a
valid DM5 host name, even if you are not configuring high availability. If you configure
high availability at a later time, use the BlackBerry Configuration Panel to change the pool
name as reguired.

Pool name: WIN-2TIDPESR 2TL COMPARNY.COM

—Port settings

Check the part numbers for potential conflicts with existing applications in your
organization's environment.

HTTPS Port: 3443

I 11099

HTTP Port: 18180

I 11100 Local JNDI Port:

HA JNDI Port:

—Password for the S5L certificate

Type a password for the S50 certificate that the setup application will create to secure
communication between the BlackBerry Administration Service and administrators’ browsers.

MNew password:

Confirm

| MNext I Cancel

Help Back

Figure 7.11 Installing BES server

34




15. Enter username and password of an Active Directory user — account AD_User (see
figure 7.12).

BlackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

BlackBerry Enterprise Server Express Installation == BlackBerry.
+ License agreement 2! | Microsoft® Active Directory® settings
" Setup type
+ Setup options The BladBerry® Administration Service uses Microsoft® Active Directory ® information to
) ) ) authenticate users:
~ Preinstallation checklist
/' Database options Active Directory login credentials
v
Accounts and folders User name: IAD_User
+" Summary
+ Installation User domain: I COMpanty .Com
+" Reboot (if required) LI
|User password: I FE——

Help Back | Mext I Cancel

Figure 7.12 Installing BES server
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16. Create an account for BlackBerry Administration Service — account BES_Administrator (see
figure 7.13).

Warning:

For better reference and transparency we decided to use a descriptive name in the
text. During installation of BlackBerry Enterprise Server this account is created
with the fixed username admin which cannot be changed.

lackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14}

BlackBerry Enterprise Server Express Installation *2BlackBerry.
" License agreement 1| Advanced administration settings
v Setup type
v Setup options Select whether you want administrators to create a BlackBerry® Administration Service
« Preinstallation checklist authentication or use an existing Windows® authentication to log in to the BlackBerry
' Database options Administration Service and BlackBerry Monitoring Service.
v Accounts and folders " Use Windows authentication
" Summary Windows authentication
+" Installation (_.’ cify the ac Bt
+ Reboot (if required) || fus

Wser name: |

DomiEin: I

%" Use BladkBerry Administration Service authentication
—BlackBerry Administration Service authentication

Type a password for the BlackBerry Administration Service administrator account that the
BlackBerry Enterprise Server setup application will create,

User name: | BES_Administratar

Py
Mew password: |

Confirm password: | exene

Hep | Bad [[ Net | concel |

Figure 7.13 Installing BES server
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17. In the next step of the wizard, run BlackBerry Enterprise Server services.

Clicking on Next shows addresses of the BlackBerry Administration Service and the Black-
Berry Desktop Manager (see figure 7.14).

To save the addresses for later use you can use option Export the console addresses to a
.txt file.

lackBerry Enterprise Server Express Installation - 5.0.2 (Bundle 14)

BlackBerry Enterprise Server Express Installation =:'-'B[ackBer A
+" License agreement o Console addresses
" Setup type
+" Setup options
+" Preinstallation checkist To access the available consoles after the installation process completes, copy the following
+ Database options addresses.
+ Accounts and folders
~" Summary
+" Installation
./ Reboot (f required) LI BlackBerry® Administration Service address:

I bt Mhwvin-2tidpesr 2l company com: 344 3vweboons oletogin

BlackBerry Web Desktop Manager address:

http=: hovin-2tidpesr 2t company .com: 344 3vebdesktopogin

¥ Export the console addresses to a . txt file.

¥ Open the readme file when you are finished the installation.

Back: Finish

Figure 7.14 Installing BES server

18. Close the wizard by using the Finish button.

If you selected export of address to a text file, enter the saving path.
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Chapter 8
BlackBerry Enterprise Server (Express)

8.1 Starting to work with BlackBerry Enterprise Server (Express)

The following sections address configuration for BlackBerry Enterprise Server Express 5.0.2.

8.1.1 Accessing the BlackBerry Administration Service
BlackBerry Administration Service is a web interface for administration of the BES server.

The administration can be opened in the following browsers
(according to recommendations of RIM, for  more information  refer
to http://docs.blackberry.com/en/admin/deliverables/18763/):

e Microsoft Internet Explorer 7 and 8,

e Firefox 3.6,

o Safari 4 for Mac,

e Google Chrome 4.
Note: If you want to connect the device by a USB cable, it is necessary to use Internet Explorer
because it supports ActiveX controls.
BlackBerry Administration Service is available at:
https://the_BES_server_host:port/webconsole/app/

Example: https://bes-server.company.com:3443/webconsole/app/

Primary authentication to BlackBerry Administration Service is with the BES_Administrator
account (see chapter 2.1).

8.1.2 Accessing the BlackBerry Web Desktop Manager

BlackBerry Web Desktop Manager is a web application allowing users to set device
synchronization..

The application can be opened in the following browsers
(according to recommendations of RIM, for more information refer
to http://docs.blackberry.com/en/admin/deliverables/18763/):

e Microsoft Internet Explorer 7 and 8,

¢ Firefox 3.6,
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8.1 Starting to work with BlackBerry Enterprise Server (Express)

o Safari 4 for Mac,

e Google Chrome 4.
Note: If you want to connect the device by a USB cable, it is necessary to use Internet Explorer
because it supports ActiveX controls.
BlackBerry Web Desktop Manager is available at:
https://the_BES_server_host:port/webdesktop/
Example: https://bes-server.company.com: 3443 /webdesktop/

If users are mapped from the Active Directory, they login to the Web Desktop Manager with
their Active Directory username/password.

In BlackBerry Administration Service it is also possible to go to the user’s settings and define
username and password for access to the Web Desktop Manager.

8.1.3 Creating users on the BES server

1. Connect to the BlackBerry Administration Service (see chapter 8.1.1).

2. Enter the account with the username and password created during the installation (user
BES_Administrator, see section 8.1).

Warning:

For better reference and transparency we decided to use a descriptive name in the
text. During installation of BlackBerry Enterprise Server this account is created
with the fixed username admin which cannot be changed.

*2zBlackBerry.

Login

BlackBerry® Administration Service

Type yvour credentials.
User name: IEIES_.&dministratur

Password: I-"-"

Log in using: BlackBerry Administration Service Jid

@ Login

(® Change language

Figure 8.1 BES Administration Service — login page
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Select Create User. Specify criteria to show Kerio Connect users. Select users to add from
the list and click on Continue.

Use option Create user with activation password to create a user with activation password.
Create an activation password.

Note: As the activation password is used only to activate the device (i.e. for pairing of
BlackBerry and the BES server and synchronization settings), it is not necessary to use an
extremely strong password.

Complete the process by clicking on Create user.

Kerio Connector for BlackBerry receives a pulse from the BES server and downloads the
following folders of the user account:

e [nbox,

Sent Items,
e Calendar,
e (Contacts,

e Tasks,

e Notes.

Processing of the activation request may take a while.

8.1.4 Activating BlackBerry devices

1.

In the BlackBerry device, open Options and go to Advanced Options — Enterprise Activa-
tion.

Enter the user’s email address, activation password and name of the BES server. Click on
Activate.

An email message in a special format is sent to the Kerio Connect’s Inbox. Avoid changing
or deleting this message. The BES server reads this message and starts the activation
process.

Note: Make sure that none of the user email sorting filters does not move the message to
another folder.

For detailed instructions, refer to the website of Research In Motion Limited at:

http://uk.blackberry.com/support/enterpriseactivation/

For description on other activation methods, refer to the following link:
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8.2 Using BlackBerry Enterprise Server

http://docs.blackberry.com/en/admin/deliverables/18778/ (Assigning BlackBerry devices
to users)

8.2 Using BlackBerry Enterprise Server

8.2.1 Checking Server Routing Protocol (SRP) and setting SRP ID
Login to the BlackBerry Administration Service interface (see section 8.1.1).

Go to Servers and Components — BlackBerry Solution Topology — Component View — Black-
Berry Enterprise Server — <instance name:>.

Checking SRP protocol settings

1. Click on Edit instance.

2. Go to page Instance Information.

3. Make sure that the displayed value of the SRP protocol status is Connected.
If SRP is not connected, no data can be delivered from/to the device.

SRP ID settings

1. Click on Edit instance.

2. Go to page Instance Information.

3. In section SRP Information, enter the SRP ID and Authentication Key information.
4. Click on Save all and save settings.

8.2.2 Activating S/MIME messages

By default, synchronization of S/MIME messages from and to the device is forbidden on the
BES server.

To change these settings, follow these instructions:
1. Login to BlackBerry Administration Service (see section 8.1.1).

2. Go to Servers and Components — BlackBerry Solution Topology — Component View —
Email — <instance name>.

3. Click on Edit instance.

4. In the Messaging page, under Security settings, set the value of the Turn on S/MIME mes-
sage processing option to True.

5. Click on Save all and save settings.
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8.2.3 Selecting email folders for synchronization with a BlackBerry device
By default, synchronization involves folders Inbox and Sent Items.

To add folders to synchronization, follow these instructions:
1. Login to BlackBerry Web Desktop Manager (see section 8.1.2).

2. Go to Email Settings — Redirection Folders.

w

Select folders to add.

s

Click on Save and save the settings.

8.2.4 Selecting contact folders for synchronization with a BlackBerry device
By default, all contact folders are involved in synchronization.

To change the settings, follow these instructions:
1. Login to BlackBerry Web Desktop Manager (see section 8.1.2).

2. Go to Email Settings — Contact Folders.

w

Select folders to add.

s

Click on Save and save the settings.

8.2.5 Synchronizing deleted messages from the device to the server

By default, messages deleted in the BlackBerry device is kept intact on the server. To change
these settings, follow these instructions:

1. On the BlackBerry device, go to the Message application.
2. Go to Menu — Options — Emails Reconciliation.
3. Set the value of Delete on to either Mailbox & Handheld or Prompt.

4. Click on Save and save the settings.
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Chapter 9
Update

The Kerio Connector for BlackBerry version must match the version of Kerio Connect.

Therefore, after update of Kerio Connect it is necessary to update also Kerio Connector for
BlackBerry.

Upgrades of new versions of Kerio Connector for BlackBerry are not performed automatically.
For upgrading, simply run the installation package of the new version.

The Kerio Connector for BlackBerry installation package can be downloaded at the Kerio
Technologies website at http://www.kerio.com/connect/download/.

The installation program will detect the directory where the older version is installed, stop
running components and services, and replace appropriate files with new ones automatically.
All settings and all stored messages will be available in the new version. We recommend not
changing the installation directory!
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Chapter 10
Troubleshooting

10.1 Logs

Logs can be helpful for troubleshooting purposes.

10.1.1 Kerio Connect logs

When solving issues regarding synchronization of Kerio Connect with the BlackBerry device,
log of the traffic between the server and Kerio Connector for BlackBerry may be helpful. To log
relevant information, enable a corresponding option under Logs — Debug in the Kerio Connect
Administration:

1. In the Kerio Connect Administration, go to the Logs section and select the Debug log.
2. Right-click on the log pane to open a context menu, and select Messages.

3. In the Logged Information dialog just opened, enable particular logs (see figure 10.1).

Faznamenavané informace 7%

= HTTP Server Modules
WebDAVY Server Requests
|:| PHP Engine Messages
|:| ActiveSync Synchronization
[ koc offine Requests
Kerio Blackberry Connector

m

H Auxiliary Modules

Figure 10.1 The Debug log settings
4. Confirm changes by OK.

For detailed information on the Debug log and its options, refer to the manual.
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10.1 Logs

10.1.2 Kerio Connector for BlackBerry logs

The path to Kerio Connector for BlackBerry logs can be found in the Profile Configuration
Utility of Kerio Connector for BlackBerry.

On the Repair tab, click on Advanced. In the dialog box, check options to be included in the
logs (see figure 10.2).

Kerio Connector for BlackBerry

Server Details Repair|

Empty Cache

Error Reporting - Advanced Options

3

1 - Database

2 - Database Communicakor

3 - Application Sever

4 - Server Communicatar

5 - Synchronization Queue

& - Synchronizator

7 - ynchronization Advisesink,

If this account is not synchronizing correctly, wou may reset
the cache, This will replace the contents of the cache with
the latest ikems From the server. Any ikems that are not
synchronized with Kerio Connect are lost,

REREREEEEE

1Y ] & - Motification Engine
9 - Message Store
Error Reparting 10 - Synchronization Waorker
11 - MAPI
In case of problems, contact Kerio Technologies technical 12 - Search Folder

support and provide error report as requested, 13 - Tables and Notifications

14 - MAPT ta MIME convertor

Enable Reparting [ Advanced. . ] 15 - KO ko KOFF profile convvertor
Feport File
[ Upload the Report... ] Maxirmurmn size: ME

[ Open File Location ]

[ Ok, l [ Cancel

' The BlackBerry Controller service will be restarted after wou click
an QK.

(] 4 ] [ Zancel

Figure 10.2 Setting logging in Kerio Connector for BlackBerry

The Open file location buttons opens the folder with the Kerio Connector for BlackBerry log
file.

10.1.3 BlackBerry Enterprise Server logs

For details on BlackBerry Enterprise Server logs, see the Research In Motion Limited website
(http://docs.blackberry.com/en/admin/deliverables/18777/).
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The key feature for synchronization troubleshooting is the BlackBerry Messaging Agent
component (MAGT).

10.2 Kerio Connect updates

The Kerio Connector for BlackBerry version must match the version of Kerio Connect.
While updating Kerio Connect, communication between the application and the module gets
interrupted. If synchronization does not work for a certain time period (2 hours), Kerio Con-
nector for BlackBerry sends a message to devices of all users, asking them to contact their
administrator.

Upgrades of new versions of Kerio Connector for BlackBerry are not performed automatically.
Therefore, after an update it is necessary to update also Kerio Connector for BlackBerry.

For update-related information, see section 9.

10.3 Administration account on the computer

It is necessary to install both BlackBerry Enterprise Server and Kerio Connector for Black-
Berry on the computer under the identical administration account Windows_Administrator
(see section 2.1).

Otherwise synchronization of Kerio Connect with BlackBerry fails and it is necessary to
perform a new installation.

10.4 New installation of BlackBerry Enterprise Server Express
BlackBerry Enterprise Server license keys are bound to a specific installation.

If you decide to reinstall BlackBerry Enterprise Server Express, it is recommended to ask Re-
search In Motion Limited to send you new license keys.

10.5 Changing for another network segment

During installation, Kerio Connector for BlackBerry creates a special account which is then
used for communication with Kerio Connect. This account has a strong password and
automatically limits IP addressed from which Kerio Connector for BlackBerry communicates
with Kerio Connect.

If you change for another network segment, it is necessary to reinstall Kerio Connector for
BlackBerry.

1. Stop BlackBerry Enterprise Server.
2. Uninstall Kerio Connector for BlackBerry.
3. Install Kerio Connector for BlackBerry (see chapter 0).

4. Start BlackBerry Enterprise Server.
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Appendix A
Legal Notices

Microsoft®, Windows®, Windows NT®, Windows Vista®, Internet Explorer®, Active Directory®,
Outlook®, ActiveSync®, Entourage® and Windows Mobile® are registered trademarks of
Microsoft Corporation.

Apple®, iCal® Mac OS®, Safari™, Tiger™, Panther®, Open Directory logo™, Leopard® and Snow
Leopard® are registered trademarks or trademarks of Apple, Inc.

Palm®, Treo™, Pre™ and VersaMail® are registered trademarks or trademarks of Palm, Inc.
Red Hat® and Fedora™ are registered trademarks or trademarks of Red Hat, Inc.

SUSE®, openSUSE® and the openSUSE logo are registered trademarks or trademarks of Novell,
Inc.

Mozilla® and Firefox® are registered trademarks of Mozilla Foundation.

Linux® is registered trademark of Linus Torvalds.

Kerberos™ is trademark of Massachusetts Institute of Technology (MIT).

avast!® is registered trademark of ALWIL Software.

Symantec™ is trademark of Symantec Corporation.

eTrust™ is trademark of Computer Associates International, Inc.

ClamAV™ is trademark of Tomasz Kojm.

Cybertrust® is registered trademark of Cybertrust Holdings, Inc. and/or their filials.
Thawte® is registered trademark of VeriSign, Inc.

Entrust® is registered trademark of Entrust, Inc.

Sophos® is registered trademark of Sophos Plc.

ESET® and NOD32® are registered trademarks of ESET, LLC.

AVG® is registered trademark of AVG Technologies.

NotifyLink® is registered trademark of Notify Technology Corporation.
BlackBerry® is registered trademark of Research In Motion Limited (RIM).
RoadSync™ is trademark of DataViz Inc.

Nokia® and Mail for Exchange® are registered trademarks of Nokia Corporation.
Symbian™ is trademark of Symbian Software Limited.

Sony Ericsson® is registered trademark of Sony Ericsson Mobile Communications AB.
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SpamAssassin™ is trademark of Apache Software Foundation.
SpamHAUS® is registered trademark of The Spamhaus Project Ltd.

Android™ and Nexus One™ are trademarks of Google Inc. This trademark can be used only in
accord with Google Permissions.

DROID™ is trademark of Lucasfilm Ltd. and affiliated companies.

Motorola® is registered trademark of Motorola, Inc.
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