
	[image: image1.png]W NSErmnsEciRa






The Deerfield Email Security Service offers maximum protection with minimal implementation and investment.
Stop spam, viruses, fraud, and other email-borne threats before they reach your network’s perimeter.

	Your flip-switch solution to comprehensive email security

The Pre-Network Email Security Service requires no installation, hardware, or software. With a simple change of your organization’s MX records, email-borne threats are stopped with leading accuracy before reaching your network’s perimeter. No more reinvesting in the latest technology - protect your organization both now and in the future with a future-proof, self-upgrading solution.

Enterprise-class security, without an enterprise-class budget

No contracts, no large initial investments. Using proven, comprehensive security technology and intuitive administration features, your organization can instantly benefit from a secure email infrastructure and realize a speedy return on investment.

	Platform Independent

Integrates flawlessly into virtually all email systems, including Microsoft Exchange.

Take a Test Drive

Visit Deerfield.com or call +1(989) 732-8856 for more information about the Deerfield Email Security Service.

		
	Features


	Collaborative Anti-Spam

	Sender Reputation

	Messages are checked against a database of known good and bad senders.


	Content Analysis

	Highly sophisticated pattern matching quickly identifies telltale spam content.


	Triple-Layer Anti-Virus

	Preceptive Layer

	Suspicious attachments are analyzed for valid MIME types and safe contents.


	Receptive Layer

	Signatures are compared against patterns from a network of millions of users.


	Conclusive Layer

	Messages are scanned by the leading Kaspersky anti-virus engine.


	Fully Integrated Anti-Phishing

	Header Analysis

	Headers checked against a database of known phishing messages.


	Pattern Matching

	Trained database analyzes message content.


	Trick Checking

	Each message is analyzed for common phishing techniques such as URL obfuscation and link discontinuity.



	Additional Features

· Anti-DHA/DoS – Combines attack pattern intelligence and traffic volume monitoring to neutralize dark traffic, which can compromise your infrastructure’s integrity.
· Disaster Recovery – In the event your network becomes unavailable, for any reason, we will queue your email for you and deliver it to you when you come back online.
· Offsite Quarantine – Spam, viruses, fraud, and other junk messages are stored in our data centers. Easily search through your organization’s quarantine without allowing dangerous messages inside of your network.
· User Interaction – Users can easily access their individual junk boxes and administer personal email preferences. Daily junk box notifications show each user the content of their junk boxes.
· Admin Features – Administer your organization’s email security preferences right down to the individual user. Monitor your organization’s message-flow in real-time with detailed reporting. Quickly modify your configuration as your network evolves.
The Deerfield Email Security Service has been specifically engineered to address the usability, practicability, and affordability requirements of today’s organizations. Our managed platform is an ideal launch pad for organizations seeking a quick, effective solution with little initial costs, and a very rapid ROI.

For more information about the Deerfield Email Security Service, visit Deerfield.com or call +1(989) 732-8856.
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